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ABSTRACT

Instant messengers are a means of communication for modemn people and can be used with smartphones and PCs
respectively or connected with each other. Messengers, which provide various functions such as message, call, and file
sharing, contain user behavior information regarded as important evidence in forensic investigation. However, it is difficult to
analyze as well as acquire smartphone data because of the security of smartphones or apps. However, messenger data can
be extracted through PC when the messenger is used on PC. In this paper, we obtained the credential data of Wire
messenger in Windows 10, and showed that it is possible to log-in from another PC without authentication. In addition, we
identified and classified major artifacts generated based on user behavior.

Keywords: Instant Messenger, Forensic Investigation, Credential, Artifact
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Fig. 2. Additional functions for sent message
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Fig. 4. Properties of registered devices
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Table 1. Analysis environment

Devices and .
Name(Version)
Software
Messenger Wire(v3.21.3932)
PC Windows 10 Pro
DB Browser for
DB Browser .
SQLite(v3.11.2)
Hex Viewer HxD(v2.3.0.0)
Network .
. Fiddler Everywhere(v1.4.0)
Analysis
bloh_storage
Cache
Code Cache 4
config | | CURRENT
databases https_app.wire.com_0.indexeddb leveldb ——— [ LOCK
Dictionaries L] oe
GPUCache J LOG.old
[] MANIFEST-000001

Local Storage
logs 872908C5-1465-4702-2d78-0f56f66CTecc
9d9deb14-8992-4639-2095-4eeacfaaze09
Service Worker 82cfcbe0-6107-4a19-80f2-dad5dd0c4bb9
Session Storage
Cookies
[ Cockies-journal
[ lockfile
[ Network Persistent State
[ preferences
|1 QuotaManager
[ ] QuotaManager-journal
[ Transpertsecurity

Fig. 5. Data structure of Wire
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desktop/preload-webview.j=s] Rece
ived amplify event "wire.webapp.
team.info™: "{"accentlD":&J"name
EEEEEEEEEE,"picture":"data:appli
cation/octet-stream;bass64, /9374
AAQSkZJRGABAQRASABTIAAD, 40BMRXhpZ
gALATUOAKgARARgARYdpARORARR, . . ", "
teamBole":"z.ceam. TeamBole . ROLE.
NDNE"J"JSEIID":"ﬂc?Sbb?O—OOEf—ﬂdl
c5-b020-9b3f08cl44fa"] "availabil
ity":0}", forwarding event .....
[Bwireapp/
desktop/preload-webview.j=s] Rece
ived amplify event "wire.webapp.
team.info™: "{"accentID":EJ"name
":"tnals"‘"pictuze":"data:applic
ationfoctet-stream;basef4, /93 /48
AQSkZJRgABAQARAQABAAD, 2WCELALEBAD
EBAQEBAQEBAQEBROEBAQEBLQE. .. ", "t
eamRole":"z.team. TeamRole .ROLE.N
DNE"J"userID":"fbe52e26—663d—493
f-bdel-3eebikfatad3™| "availakbili

cy":0}", forwarding event ..... I

[2020-12-15 09:32:06]

[2020-12-15 09:32:35]

Fig. 11. Account information in electron.log
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8cB6-4439-9cE8-5e38526003ea" . 5ta h
tusI.".time".2020-12-15T11:458:01 eac type

-444Z" .datao"”.content” . hmmmmm" . m
entionsk.5,..".previewsa.5..".eXp

ects_read confirmationF".legal h
old statusI{.f.cype".conversati Data type

Dn.rr.essage—add"l
Fig. 12. Conversation data in (0-9){6}.log file
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Table 3.3} #ro] xjeiv} ID, ®HAlel ID, Device
ID, #HAA 1D, XA /A A7k w212 o
4 So] Z3=r}. Device IDE AR} 413

A Aol el Ak AR e, Al
seflolct, wkek eI Yol 4] t}E ApeAtS
o] £g s, WA Like

®AF A ol

U

A7+ UTC+0

A3}

7158 AHESE Aol Y ARxEe] ID7F A
AApEeh wgk AR A 7)es AREE 7
W A12] 2kA] A)7be] Unix Time HE]lE Holzl
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o WAAE e
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Rl = FHE 2R quoteh=
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Table 3. Accompanying information of “‘conversa-

tion.message-add” type

Item Content
conversation Chatroom 1D
from Message sender 1D
from_client_id Device 1D
id Message 1D
time Message send time
content Message content
The name of a friend
mention mentioned by a user
in a message
User ID of a user
reaction who clicked a Like

button

ephemeral expires

Message deletion time
(Unix Time)

edited_time

Message modification
time

replacing_message_id

Message ID before
modification

message_id

Original message 1D

user_id

Sender ID of original
message
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5.2.2 conversation.asset-add 7

ol

o

g e Ayads /84 35 A"
.l el Table 4.9} #2o] "W ID, &
Alel 1D, Device 1D, #H¥-gd 4/44 A7k} A
Fable] 3 9 ghedwe] x Y A7k UTC
+0 gHeoln], F32 ANl gzl o=t o}
2uv] image/jpeg, image/png, audio/wav, text
/plain, text/xml, text/html, application/x-m
sdownload, application/x-zip-compressed, a
pplication/pdf S°] ¢r}. w=dk AHiidol dis)
Like 71%5% AH3 A%+ a9 A2k ID7}
WA AR, 2AAA 7sE ARSEEE ARk
247 A1Zke] Unix Time ¥el2 712€c}

E

Table 4. Accompanying information of “conver-
sation.asset-add” type

Item Content
conversation Chatroom 1D
from Attachment sender ID
from_client_id Device ID
id Message 1D
time Attachment send time

Attachment type
(image/jpeg, image/p
ng, audio/wav, text/p
lain, text/xml, text/ht
ml, application/x-msd
ownload, application/
x-zip-compressed, app

lication/pdf etc)

content_type

name Attachment name
. User who used Like
reaction D

Message deletion

ephemeral_expires . . .
P ~exp time (Unix Time)

5.2.3 conversation.delete-everywhere &

Al B AA g A
g 7§ A" 72 delEE Aelshd Table
5.9F Zrh. Ao ID, wiAA] A A17E, alal
ID, wIAA] 1D, #AIA] /5041 Alzke] 7] 5%}, o]
wj, A AZ3E g2/ A7E2 UTCH0 #efoltt,

Table 5. Accompanying information of ‘conver-
sation.delete-everywhere” type

[tem Content
conversation Chatroom 1D
deleted_time Message deletion time

from Message sender 1D

id Message 1D
time Message sent time

5.2.4 conversation.voice-channel-activate,
conversation.voice-channel-deactivate 7

3} A el wEl dlolee] e tiEc)
conversation.voice-channel-activate -3
E37} A74% AFelE 9wk, conversation.voi
ce-channel-deactivate 32 Ei}ﬂ' A=A

%o AHE ovigtt. 7 71 32> Table 6.3
ol AgHF 1D, W41Q1e] ID, UTC+0 3ejo] &
/HEAL A 7be] A AT

Table 6. Accompanying information of “‘conver-
sation.voice-channel-activate” and

‘conversa-
tion.voice-channel-deactivate” type
Item Content
conversation Chatroom ID
from Caller 1D
id Message 1D
time Call time

5.25 conversation.one2one-creation F&

e

ddjd AERE AR BF AAEAL Table
7.3 Zo] A ID, Adpe] Dok AL A
4% AkgAbel Db EgEdy Az 34
1970-01-01 00:00:002-2 E<15}7] vfehe},

Table 7. Accompanying information of ‘conve-
rsation.one2one-creation” type

[tem Content
conversation Chatroom ID
userlds Chat partner 1D
User ID that created
from
oneZone chatroom
. 1970-01-01 00:00:00
time

(fixed value)
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5.2.6 conversation.group-creation 7&

Wireell 4] 2ol AT Aol A== f3ol
ot F& dlolelE A2fshd Table 8.3 2t
W ID, a5l 23 AHg2Re 1D, 1S
AAF ARkl 1D, 257, 18S AT ATt
FgEey, a5 A UTC+0 Aot

=
e

Table 8. Accompanying information of ‘con-

versation.group-creation” type

[tem Content
conversation Chatroom ID
name Group name
All user ID in the
userlds
group
User ID that created
from
group
time Group creation time

Table 9. Accompanying information of “‘conver-
sation.rename’ type

Item Content
conversation Chatroom ID
. Group chatroom
time .
name change time
name Changed group
chatroom name
User ID that
from changed the group
chatroom name

5.2.8 conversation.knock F&

0

ping 7le= AHEE W e fr¥old, F
£ deleE Ae=skd Table 10.3% #t}. pings

Table 10. Accompanying information of ‘“con-

versation.knock” type

Item Content
conversation Chatroom ID
from User ID sent ping
from_client_id Device ID
id Message ID

time Ping sent time

At Ak 1D, A453 A-8x19] 1D, Device
ID, UTC+0 e A
ID¥& pingS AR Z$olvt AA= 1 whilg A

Folle AR A =t
529 verification_state 5%

2aelg Aot A gl T gust A
A fdolth. T4 dlolEl® sk Table
11,3 ek, spAte 2 gEdh A7 iAo 9
& A7 AR e o) 2@k g A
el £ AH8AL D7} 7150}

Table 11. Accompanying information of ‘verifi-
cation_state” type

Item Content
le}stfeventf Last active time
timestamp
last_read_ Last time that user
timestamp read message

muted_timestamp Chatroom muted time

Chatroom name

name (user name or group
name)
All user ID in the
others

chatroom

5.2.10 conversation.unable-to-decrypt =&

SF AR A AMHE Sl %8 )
ole] & A3l Table 12.9F #c}, AEW 1D, &

fr, &5 e B A7 5o AHEE
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error The reason for error Te7-485f-a3d0-8948a6f675d3™ | time—
error_code Frror code m o 2020-12-21T15:19:45.192Zp.type
" .conversation.delete—-everywhere
from Sender 1D -
" categoryIl.{...... 2. EB.o......
id Message 1D
. Error occurrence
1me time " conversation"$d62844ff-bo84-47
2-8943-dA8985alfs374" . from"Sdad3
) led9-5647-4e03-8b63-9a2d4e24cEf]l
5.3 CHEt LHS A " from client id".lfe3ed41863bbd
b1l™,id"558534f575-%6ab-4586-bfZe-
aBd4T7c4aBB460" . status "|time™. 202 de—

%3 AFoz AH)
AH8Eh Fig.
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